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Outline

In this course, students will learn about the Windows Server 2016 operating system. Countless
companies throughout the world rely on the Windows Server to manage their organization’'s computers.
Students will be taught how to set up domain environments using Active Directory, which
enables central control of all computers and users in a domain. This course will also cover
how to manage network services, such as DNS and DHCP servers, & the differences between
Windows Server 2016 and newer versions, such as 2019.

In addition, the lessons will include the security aspects & hardening of those environments & systems.

Target Audience

N Technically-savvy or IT-related professionals who want to sharpen their skills in the IT world.

@ Prerequisites

Before attending this course, students must have:
1 Experience working with Windows clients 7, 8, 8.1, or 10.
I Basic understanding of virtual environments.

I Basic knowledge of networking.

(Q Objectives

The objectives of the course are to teach students about the Windows server and equip
them with solid knowledge and hands-on experience in Windows server environments.

Upon course completion, participants will be able to:

I Install Windows server 2016.

I Create and manage domain environments.

1 Configure advanced features of the Dynamic Host Configuration Protocol (DHCP) & IP addresses.
I Configure Domain Name System (DNS) services.

I Create basic PowerShell scripts.

I Implement group policies.

1 Harden Microsoft operating systems.
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